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Abstract: In the greenhouse environment, the concentration of nutrient solution was always ignored. At the same time,
the core node coordinator of the ZigBee wireless monitoring system was easily compromised. A trusted solution moni-
toring system based on ZigBee wireless sensor network was designed and implemented. Firstly the hardware structure of
sensor, router and coordinator was introduced. Then the processes of external voltage measurement and data cleaning
were illustrated. For realizing the trusted boot of the coordinator, trusted u-boot to measure the integrity of some key files
was designed. Experimental results show that the solution concentration data could be sent from each node to the moni-

toring computer and the remote terminal. At the same time, the trusted module of the coordinator can detect the captured

coordinator node and warning. Therefore, the designed system has strong function and security.
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1) procedure value = Measure_voltage()

2) set(PO_0)—up&&input;  //PODIR

3) set(PO_0)—Analog Input; //ADCCFG

4) refvol(AnaPower)&& Resolution(14)
&&Channel(0); //ADCCON3

5) AD_Change(Manual)&&Start(AD)
//ADCCONI1

6) while(1)

7) if(testend())

8) break;

9) end if

10)  end while

11)  value = result;

12) end procedure
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1) procedure Vol _clean =Data_clean (Vol_period)

2) max_count = count(Vol_period);

3) difference = absolute(Vol period-max_
count);

4) difference = del zero(difference);

5) threshold = count(difference);

6) Jj=1

7) for i =1 to size(Vol_period);

8) if max_count-threshold<<Vol period<

max_count+threshold
9) Vol _clean[j] = Vol period[i];

10) else

11) =+
12) end if

13) end for

14) return Vol clean;

15) end procedure
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W uboot F7n T A5 £ 1) u-boot.bin U ARHERE
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ulmage CAFARURCN, #FHiHiE RS232 HHE4SCfF
fEIR R PG B S HFE I ] . PRI, AN DU
TEW {5 u-boot AMTHEL N AZEAIME, TH5 Tk
KGR,

ePCR2'= SM3(ulImage || SM 3(uboot)) &)
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PR, ATEPEHAT L B () ePCR2'55 A A7 A AR UE
A% B Al ePCR2HAT LU . W — & AR, 52
PR ART SAE, IR “Yes”s N, Al
Ol Z i, A% “No”. W5 u-boot FEU ] {5k
PR A R, R “Yes”, BIEHIBUEAL %G
Wi, TG BSREE RGN, HESUFRSE, IF
PATH N R A, w5 u-boot £57 153
NIFHAT SR
5.2 17iA=ZEY A5 u-boot K

iz A B S, BHEEN u-boot I —F
B, BT MLO oM (x-loader). BfiJm, 7 ik
A u-boot 15 BB, M SD KIIE— N4 X (FAT
13, 43X 4 boot) HHHUIEINEL u-boot.bin LA«
A T HIVE T LA PandaBoard PRI SD £, ASC%t
SD REAT /X,

W 6 BT, A SCHE SD K43 2 AN 431X : “boot ”
I “rootfs”. “boot” 7 XAKFRE /N, LERGH R,
J/dev/sddl, 7& FAT #§2UHI501X . “boot” 73 X A7
u-boot £ B B I n] AT S uboot.bin FIHEAE R4t
WEZSCAF ulmage. “rootfs” 73 XAATRECK, £ RS
FidEE /dev/isdd2, 2 extd ¥ X . “rootfs” 4y
AL R e

Start End
63 144584
144585 15518789

6 SDRarx g

Device Boot

Blocks Id System
72261 C W95 FAT32 (LBA)
7687102+ 83 Linux
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ASCATH git clone 174 M Linaro W 3 U i 5
JERAS u-boot YEARAD LN HHEAT — K o HilEl 5 7]
A1, 5 u-boot FEYFALGILA FIG IS I B, TR
T B R R SO Rk R v (iR . S35 3 4 il
1% u-boot SUHFLHLRHL . %4 A Readfile, PRA%K
SR W SCAF 4 filename s $/ 8 CAF R GG
FS TYPE M Z&h X Hiutik address. #7 SCAF 2,
R T 0, 3R[E] 0. G Readfile PR AUA) 3 7 22
B SCEGLT SD RIBANY K FS_TYPE 4
FS_TYPE FAT, H#s XA T “boot” 731X ;
FS TYPE % T FS_TYPE EXT, H s CF4r T

“rootfs” X . Wi HbR AL T “boot” 431X,
Readfile B E 5C I H fs_set blk_dev PR H K
HHATWE, HZH “mme” “0” “FS_TYPE_FAT”
RN H PR A SD R4, boot 47X\ FAT
¥ . #RJ5 Readfile BAZLIAH file fat read pRECKF
Fa 8 AR GE X o A HER AL T “rootfs”
43X, W] Readfile BESGIAH fs set blk dev PRAZ%L
WE A, B H“mme”“0:27“FS_TYPE_EXT”
SRR H AR A SD R4 boot 771X\ extd
o extd kg2 HFR A6 extdfs_open pREKL
FIFFCAE, Pl extdfs read pRAECK: SCAF 2 HL R
U P

BiX 3 A u-boot [ 3CAF 1L

1) procedure Readfile(filename, FS TYPE, ad-

dress)
2)  if FS_TYPE==FS_TYPE_FAT
3) fs_set_blk dev("mmc","0",FS_TYPE FAT);
4) file fat read(filename);
5) return 1;
6)  elseif FS_TYPE ==FS_TYPE_EXT
7)fs_set_blk_dev("mmc","0)2",FS_TYPE EXT);

8) ext4fs open(filename);
9) ext4fs_read(filename);
10) return 1;

I1) else

12) return 0;

13) end

14) end procedure

IS 3 W u-boot R LUK A B ¥ OGBS
PRSI ZE PR IX o Db X A B SRl RS232
MRS A, T RS232 H LIRS FE 7 8
A HEARME S R IE DR, PR A SR RS232 s 1

TR GG SO RAL D RERREL, WL 4 Pis. |
SR SN SRR test_serial, yEEMHZ R %
IR AR . 2ROk, AT Readfile U
“rootfs” /X HELHL u-boot.bin LTI A7 fif 22 2%
MIX . BiJE, B u-bootbin I FERI L4
Al B BB b X Sk . A e
serial_putc PRAL, Wi H KA B ph X
(#1425 Cu-boot.bin STAF IR 44 FR A BE AT A& A 28D
Reik B E B,
Bik4 AL uboot [(SCHERIE
1) procedure sendfile(filename, FS TYPE, ad-

dress)

2) structserial devicetest serial;
3) serial_register(&test serial);
4) serial_initialize();

5) Readfile(ulmage,FS TYPE EXT,0x93000000+16);

6) sprintf(strflen,"%8d",lenread);

7)strepy(strfname,"ulmage");

8) memcpy(0x93000000,strflen,8);

9) memcpy(0x93000008,strfname,8);

10) serial_putc();

11) end procedure

A fE LI u-boot.bin S5, X% SC 1t
ITEE R, WUR RS IR WERAE A bR vt A
FHIE], 3R [ “Yes”; 70, i&[H] “No”. W[{F u-boot
I serial getc PRAUERC R 4h . WIRE
HETR “No”, Wiy fia g AT AT o
R EE L RN “Yes”, MWL)V H ulmage
FE Al ePCR2', F I puts BRECR %A KX 2]
EREE. $:F 2k, W u-boot I H serial_getc Bf
KA A I H R AE B B AR . A

“Yes”, W15 u-boot LI HIBAZ ik N X #AE R

gg, SLINEREES N AIAE R N, R B Itk
TSN R

SERN IS u-boot MIFFR G, 75 %2 H T g iF
u-boot. AICAHFH] Linaro $E4EMAS X g i 1T H 4%
arm-linux-gnueabihf X} u-boot BT 1E. Kl 7 Fiw
&g gL RE . u-boot g I G S AR H
& FA % MLO F1 u-boot.bin U4, A SC# A e SC A
SHIE] SD K1 boot 43X o LI B 255 AL H
J5 SIS AT 35— B LA =B B A
u-boot F£J¥ .
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AR SO ] A i e 0 2R 8 3R AT VR 0 L Gy
PrILPERE: WRIR IS I iR g8 T A5 JH 8l
6.1 MiXIFE

MR 1 BARRC E W R

1) BJEEMHBL: CPU Jy Intel(R) Core i7-3770,
WAE KN 16 GB, 4E 2454 Windows 7, 3 5 23 i
A} Google Chrome 58.0.3029.110.

ARSI 1E E NG W] AE LS P R 48 A
MIEA SO 15 EHLIABE: CPU 4 Intel(R) Core
i7-3770, WAEK/D 16 GB, #4E £ %5k Windows 7,
FEPINLEAE A VMware® Workstation 12 Pro, A
1250, BERHLERAE RSN Ubuntu 12.04, gee X
ANy 4.6.3, H 158 HIAEE N minicom.

AE IR /B AT 5. CC2530-MDK. FF &
R, AFIFRAMGEG. B 8 (a) 5K 8 (b)
I3 A AR IR T S B A SO B8 (o
25 HISEEG TR BT KNO3 ¥ KNO3 R DL S 1k
Wik, 88 (d) Ay difk ik, it BNC 1
5 AT I

(0) L5 AR
P8 AR AS T A It 27T A S ]

(d) fE AR

2) U % T S . B O M A Pandaboard-
OMAP4460, JT I 4B 51 GentooLinux %

g8, WRZRRAON 2.6; AR A5 S R/
Hies AR A TR TR, &9 45 T b
ECR NP7/

PahdaBoard

RS

9 MBI RS

6.2 ABRIRE

F T 2R B8 58 AR 45 DN 35 4 3 BURE 8 VA WK
XoF I ()RR P A P AR AR Ak, DR b T R S X
W EATFR 2« DRI HIR B (OO 5 H R (Vo)
Z R (6D Fion. 4 € Wi O Ak &
(0, DA ATTO6 Y. (1) fEL B K P 00 ¥ W
e g DA S W fE A A A, TR 2R EL o
5 b,

Vol = aC +b (6)

HURE 3 63 CANVR EE IR KNOs ¥ (10 *mol/L+
10°mol/L 5 10 *mol/L), A XX 10”mol/L 5
10~ mol/L VAW HEAT I8, 30 et A2 JR 14 o5 M) 1
PR 2 W T Wk g S5 R (E.

2 RESHRNEE

VRSB EE C/(mol L™ Wk Vol/V
1072 0.4
107 2.3

¥ 2 AR (6)5 5] =191, b=2.31,
M2 (6) T LAFR R K

191
C= 7
231-V ™

R (T BAFEFPIFHEATYSAE o A A% RS 5
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FREFEE: LT ZigBee HIJCAALIE I n] 57BN R 5t <75 -

X107 mol/L AT I, 459K 0.001, 5
107 mol/L SE4 W4, WAl Il 5 Bk vk o
6.3 SEATHEMIZE R

IR o S S R % A M AL ke R Y 4%,
FH AT DASE B D 5 5 SR e 5, LS T an & 10
iR ZERZIEFTE S SR ik, St 5 2k K (0[5
Bl o ) R RS N AR B S . M
B R A AR D, LR T R 45
BE AR AL SR TSI E L AT
IFTA) S T BT Sy Y SR AT I ST AR
srE AR R AT SRS N IEH TS, 20 RERAT A
b S PAPIR A

H 0
.
0
L]
e
St S0 TRERERERTENTEN0G £W: 21000
B 10 ERROIEI AR S

P TSR B S EUREE, s iy
R AT RIS EU AR AR 2 . B 11 JEOR
T Mg il 0x214 755 AT I SR PRAR & 1 B AR
g, AR, WK ERFFRE AL, FER
Il KNO; JE ik 5 2208 BT, FRggigisn
AR G AR 25 IR B RS N R E .
PG TN N 28 VR K5 W TR B it 2 =R B R B
Fagh, I JE, ORI KNO;, R
N ENeAT =E2R

£ 4 € 980

L e LY P A
i xl0”
2 . ‘
M RBN A SN

35 i : Bkl

AR Y bl

Bl (.
Wi 9E, TAREENERTERET w7100

1L ELARTT S PR R AR S IR AR A i 2

6.4 AR T SBEERINIR

PR R E AL — EA T IR, 3
F R EEFT I o B 2% 15 s % OBk PandaBoard | HE
&, WAE u-boot B LI MIF I K% u-boot.bin 3
PR . U TE R SE R u-boot.bin SCAFIR L T
YERE, T4 T il AT SCF IR, FR4h St
SM3 B, W&l 12 s

33494/33496 receiving data from pandaboard ES......
33495/33496 receiving data from pandaboard ES......
33496/33496 receiving data from pandaboard ES......

K 33496

SM3:
5398b9b8 ea2acl5 a6d23f6e 53407244 fccd87cl e45a1149 852911c bc7764a2

12 A{F R u-boot.bin SCAFHEIT SM3 #4

BNk, W{ERERY) SM3 BAIEIE T SMS4
I, ARSCBEE SMS4 I Fe 0k 100, Kl 13 45
T SMS4 XFHCHME R s &5 F Ll SM3 #5155
SMS4 i ML T EFEMII ] (2930 ms). {5 B
FLRE W u-boot.bin CAF AL Wi Bk, B
PR R 505 u-boot B B 22411

executing SMS4 for 98 times
executing SMS4 for 99 times
SMS4:

b45304a do671603 34a38c50 2cad13ed c881b191 7534dded 97b8c9I7d 8e27f9db
Used time is : 0.030794
SMS4 value is match with ePCR1
u-boot.bin is safe!

B 13 A RO A BT SMS4 %

Bt I T 1 R AT AR 2210 SMS4 i
1] ePCR1"K 1%L Y434 00M PandaBoard. R {5
u-boot W B & EAE 5, HEHRAE RGN SO
ulmage MJEE(E ePCR2', HH-H5 45 H hik [l v {545
PeAAT RS o« PSRRI ePCR2' N #BA7Aift
(WFRAERE il ePCR2 BEATULIC . A5 P& AH ELULHC,
AfEREHURIE “Yes” HHIE u-boot. MK 14 1] L
i, BRSO R A, D Es T AT BLIE
ICEEIE

eceived char is: 54

=
6
received char is: 52
a

received char is: 100
d
2b44147973b8cebdf38897fccasbacad

ready te print result...
097fc cadb964d
with ePCR2
fel
Send Yes to Pandaboard ES

14 HBAE RGN ZIE

s s R
AT u-boot HCEITT (BB HISE 5 5R , Mt

ST IEW R RS 1T I AT u-boot W21 Y145
RH “Nes”, IEHHENIRERT AL IFHENERIER

el
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Ejd ERRE

gt, Wi 15 .

lenovo

This i 3
is luclllns!‘\mklmn_dmmn (Linux armu?| 3.2.14) 00:24:35

localhost login: root
Password:
Last login: Sat

localhost - May 16 08:29:13 Local tine zone must be

set--see zic manual page 2015 on ttyd

15 PR RUER B BRIE RS

6.5 AT ST e 1

S BEALN R SR B, R P AR T A
u-boot.bin AT R AT v RGP A 15
RIPLEGERE DT B 16 25 HH T nIE RO u-boot.bin
SO SRR R A R . B 16 ITAN, BN RS
{5 FRAET JE EAH ePCR2NICES, A {5 AR B 2
YEE T RN 4, I IS u-boot K% “No”, MM
5 LRI 8 9 SURE 3

executing SMS4 for 95 times
executing SMS4 for 96 times.
executing SMS4 for 97 times.
executing SMS4 for 98 times.
executing SMS4 for 99 times

SMS4:

dfde35ed dd4aale6 9803b8fb f6aaf456 f11545e7 6edd9872 4f7c765c 7e79c5b1
Used time is : 0.056905

SMS4 value is not match with ePCR1

u-boot.bin is not safe! abort booting

K16 ZLS u-boot.bin ILLF KIS H &5 R

[FIFEH, XERE RAENZ S ulmage HEATEL
AT PG . I EBEEN u-boot.bin BEAT
Y5 UF R L A AL B u-boot JE, HIAE
u-boot T A3 F| ePCR2 H WG 1% AH K I% 2 AT {5 B o
Kl 17 245 7T X8 2GE Y ulmage SO0 545
Ho B 17 wIa, alEREAE PR A Y AR
4, JFMAIE u-boot [FIE “No” 54

5 to Pandaboard ES

B 17 RGN AR SR

Wi 18 Frzn, {5 u-boot ZEWL R “No” 54,
J5E u-boot.bin B ulmage A CIE 2 B0, {5
WA IAEE T A, B TR, Mg K
LED I [ 1) 7~

7 ZERIE

AU IS T T ZigBee LML IEKG
W48 R U R G . AR GE A1 n] ARSIV
HROCR IR, JFEN Ly AREE LR
o LATHLE R RE 2 7 i v AT R GE A T AT 19
DN TR A T M 5 42 o BEVHI WA u-boot X
AT R T A, LRGN W] A B o,
MNP R 28 8 A PR AZ 00 DI OB 45 1 002 2 T 2 A 3
Kk 1 1) 7
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